
In the event of an Online Safety incident, 
follow this flowchart to identify what 

actions should be taken and by whom.

An Online 

Safety Incident 

has occurred

Out of

School

Incident

StaffAction

Teacher to turn 

down friend 

request and block 

future requests.

Inform SLT.
Pupil to be spoken 

to by either class 

teacher or a

member of SLT. 

Parents to be 

informed.

Training for staff 

about keeping safe 

online reminder of 

policies

Code of conduct, 

AuP

Pupil 'Friend 

Requests' a 

teacher

Bullying on a  

Social 

Network or 

mobile 

device, such 

as text 

message

Pupil 

groomed / 

shared 

inappropriate  

images

Pupil showing  

signs of 

radicalisation 

or discloses 

grooming by 

an extremist 

group

In School 

Incident

Inappropriate  

image or 

website 

viewed. 

Determine if 

accidental or 

intentional. 

Disclosure of 

online safety 

concern

Designated
Safeguard 
lead, Online 
Safety Lead

Teacher ActionInform IT depart,

Mrs C Dryhurst

DSL/

Teacher Action

Staff Action

If external or 
anonymous bullying 

work around 
resilience, how to 

report hateful 
content (see TRHS 

website).

If internal class 
teacher to work on 

restorative approach
with all pupils 

involved.
If appropriate,  
parents to be 

informed.

May require further 
sanction measure 
including Police, 

exclusion. 

Teacher Action

Teachers to 
deliver 

additional 
class / year 

group teaching  
on Online 
Safety, as 

appropriate
including 

privacy, online 
identity etc.

Pupil may 
need internal  

therapy or
counselling. 

Designated 
Safeguarding  

Lead

Designated 
Safeguarding Lead 

to be informed 
immediately.

Parents to be 
informed 

immediately and
supported with next 

steps. Refer to 
sharing nudes & 

semi/ nudes: how to 
respond to an 

incident overview. 

Police to be informed

PREVENT

CHANNEL .

Online safety 

team to review 

the content and,

if appropriate, 

block the 

content.

IT to suspend 

account if 

needed.

If identified as 

part of IT 

monitoring raise 

with teacher, 

pupil (refer to 

teacher action).

Teachers to 
ensure 

resources are  
checked prior 
to a lesson.

Continue to
teach children

how to respond 
to these 

incidents.
Teachers to  

provide 
additional 
teaching if 
required.

If a 
Safeguarding 

Matter the 
Designated 

Safeguard Lead 
will log on My 

Concern, inform 
parents, and 

support parents 
with next steps 
(internal and 

external support) 
e.g. suicide or 

self harm 
support, Prevent 

/ police, 

DSL -If appropriate
to contact parents, 

share details of 
incident and inform 

of action taken
informed on the

actions taken.

Signposted and 
support parents 

internally or externally. 

Teacher to speak 
to Online Safety 
Lead, and raise 
concern on My 

Concern.

Follow advice and
guidance given by
Online safety lead 
and Safeguarding 

lead.
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All incidents to also be recorded on

My Concern, which is managed by

Derek Tuck (DSL) and C Dryhurst

Online Safety Lead.

Guides and external support 
Education for a Connected World (publishing.service.gov.uk)
Channel Duty Guidance: Protecting people vulnerable to being drawn into 
terrorism (publishing.service.gov.uk)
Online Safety Curriculum - Two Rivers Federation (tworiversschool.net)
Online Safety Support - Two Rivers Federation (tworiversschool.net)
Pupil Zone - Two Rivers Federation (tworiversschool.net)

Online safety 

lead to advise 

and signpost 

for support e.g. 

NOS advice 

about a game.

Speak to 

pupil/s, support 

teacher, 

parents (if 

needed),   

Follow TRHS 

online safety 

lead, teacher, 

roles and 

responsibilities. 

If the online incident involves a member of staff follow Whistleblowing procedures and inform Headteacher. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/896323/UKCIS_Education_for_a_Connected_World_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/964567/6.6271_HO_HMG_Channel_Duty_Guidance_v14_Web.pdf
https://www.tworiversschool.net/page/?title=Online+Safety+Curriculum&pid=332
https://www.tworiversschool.net/page/?title=Online+Safety+Support&pid=286
https://www.tworiversschool.net/page/?title=Pupil+Zone&pid=334

